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ABSTRACT

Brute force attack is the most recognized and common threat in this digital world. Brute
force attack is one of the hacking methods which involves trying all the possibilities to
crack the correct passwords or encrypted keys. Brute force attack is used by hackers to
gain access and collect data from individual persons or an organization. Brute-force
attacks are common cases that are getting harder to detect successfully on a network
level due to increasing volume and encryption of network traffic and growing ubiquity
of high-speed networks. Although research in this field has advanced considerably,
there still remain classes of attacks that are undetectable. Since their no security measure
can guarantee that an attacker will not succeed eventually, intrusion detection
techniques should be applied to detect anomalous behavior early and minimize its
impacts on network performance caused by the intruders. This article discusses what is
a brute force attack, how brute force attack works, types of brute force attack, how to

defend against brute force attack.
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I. INTRODUCTION

In this world of cybersecurity, brute force attack is
one of the threats for an individual person or an
organization. Brute force attack is one of the
hacking methods where a hacker will try all the
possible combinations and patterns until he cracks
the correct password. Nowadays, they are focusing
on cracking encryption keys, security tokens and
other forms of authentications. The name “Brute
force” comes from a hacker who will forcefully try
a number of attempts to get access to user
accounts. Hackers will use brute force attacks to
gain unauthorized access to personal data or
sensitive information of an individual or an
organization. They will try a number of usernames
and passwords to crack the password. Hackers will
use brute force attacks for several purposes like
identity theft, financial fraud, and for political or
ideological motives. They will often use

automated tools and botnets to launch brute force
attacks. This article provides an overview of brute
force attack, how brute force attack works, types
of brute force attacks, how to mitigate brute force
attack.

A. What is a Brute Force Attack?

Brute Force attack is a method that is used by
hackers to get access to unauthorized information
by trying every possible combination and pattern
of passwords or encryption keys until they find the
correct password or encryption key. Brute force
attack is a trial-and-error approach.
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Fig.no:1 (how brute force attack works)

B. How Does a Brute Force Attack Work?
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Fig.no:2 (working of brute force attack)

Selecting the target: Attacker will select a
specific target to attack such as a user account,
website and encrypted files which ever they want
to access

Generating Passwords: Hackers will start to
create a list of all the possible passwords to try.
List includes commonly used passwords,
dictionary words, or a random combination of
characters.

Automated Trial and Error: Using automated
software or script, to try to check all the possible
passwords in the list. This process will continue
until attacker gets the password or all the
combinations exhausted

Success or failure: If the attacker got the correct
password from automated trial and error, they can
gain access to the website or target machine and
they can steal the sensitive information or financial
data from that. If all the combinations are tried
without success, the attack fails. The attacker will
come up with a new combination of lists.

Il. RELATED WORKS

Brute Force is the most commonly used technique
to crack server passwords. There are many
methods to do brute force attacks like Hydra,
Ncrack and Medusa. In these methods the attacks
work by trying all possible combinations until
correct passwords comes or all the possible
combinations in list completed.
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Fig: Brute force using Ncrack
I1l.  Types of Brute Force attack

Simple Brute Force Attack: This is a basic form
of brute force attack. This attacker will try all the
possible combinations of characters until one is
found. It is a time-consuming method, but it will
work effectively.

Dictionary Attacks: Dictionary attack is a one of
the types of brute force attack it involves
predefined list of common words in the victim life
like common names, date of birth,”123456789”,
etc. using automated software’s attacker will try all
the dictionary list until the correct password found
or tried all the dictionary list completes.
Credential Stuffing: In this type of brute force
attack, cybercriminals will use automated software
tools to try a large number of usernames and
password combinations obtained from previous
data. If users reuse passwords in multiple
accounts, attackers can get access from various
platforms.

Hybrid Brute Force Attacks: In this attack,
attackers will combine dictionary attacks and
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simple brute force attacks to make them faster and
more adaptable. In this, the attacker will use a
permutations method to crack passwords.
Reverse Brute Force Attack: In this type of brute
force attack in which an attacker will use common
passwords for multiple usernames in an attempt to
gain access.

SSH Brute Force: Attackers will target Secure
Shell (SSH) servers, trying to gain access to
system by guessing the SSH credentials

I\VV. Preventions

The good news is that with the right security
measures we can secure our data or information
from brute force attacks.

Strong Password Policies: Users need to create
complex passwords for their systems or websites.
The password needs to be mixed with uppercase
and lowercase letters, numbers, and special
characters. And we need to change our passwords
regularly.

Multi-Factor Authentication (MFA): Multi-
Factor Authentication will add an extra security
layer for a website or several applications by
providing multiple forms of identifications, such
as a password and a verification code sent to their
mobile device. Even if an attacker finds out
passwords still, they need to give second factor
code to gain access.

Regular Software Updates: We need to keep up-
to-date our system or software to patch the
vulnerabilities. By that we can escape from
attackers. That patch will be a way to attack, so we
need to cover up that patch by regular software
updates.

Web Application Firewalls (WAFs): Web
application firewalls will monitor and filter HTTP
traffic between web applications and the internet.
Web application firewalls will detect and mitigate
brute force attacks by blocking malicious IP
addresses.

Account Lockout Policies: We need to set-up
account lockout policies for a certain number of
failed login attempts. This will prevent us from
attackers, from making multiple login attempts

Monitoring and Logging: We need to monitor
login activities and we need to maintain detailed
logs

V. CONCLUSIONS

In this ever-expanding  digital  world,
Understanding and defending against brute force
attacks has been important for both individuals and
organizations. Brute force attack will remain a
determined and important threat in cybersecurity.
Brute force attacks are flexible and can target a
wide range of target systems, websites, and email
accounts. So, we need to educate and bring
awareness to users about brute force attacks and
about how to take precautions from this type of
attack. In this article we explained about what is
brute force attack, how brute force attack, types of
brute force attack, and preventions of brute force
attack.
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